HMiopManuonHan namMs K JUI81 HECOBCPLICHHOJIETHHX 110 BONPOCAM

KnoepGe30nACHOCTH

B cetit «Aurepuem

KoMNsi0TepHbie BUPYCDHI
KoMubIOTEpHbIH BAPYC - 3T0 PasHOBHAHOCTE KOMIBIOTEPHBIX IPOTPaMM,

OTANYUTETHHON 0CODEHHOCTHIO KOTOPOH SIBASCTCSH CHOCOBHOCTh K PAa3MHOXEHHIO
(.mrmposanmo). B gonofiHEHWE K ITOMY, BHPYCHI MOTYT [IOBPCANTL WIH
HOAHOCTBIO YHUHTOXKHTE BCC aiisl 1 J\aHIbIe, HOAKOHTPOJIBHLIC MOAB30BATENIO,
OT MMeHH KoToporo Obuia 3allylicHa sapaKEHHAA TPOrpaMMa, a TakKe HOBPEAHTH
WM A@ke YHHUYTOXKHATE OMCPAHOHITYIO cucreMy co Beemu Qaiinamit B LEIOM. B
BONBIAMHCTBE CIlyHaeB PacpOCTPaHAHOTCH BHPYChI 4EPE3 HHTCPHET.

MeTo/ant 32LHHTH 0T BPEAOHOCHLIX NPOIPAMM!

1. Ycnonb3yl  COBPEMEHHBIC onepauuOHHBIe  CHCTEMBbL, MMEIOIINE
cephE3HbIH YPOBEHD 3aIHTLI OT BPEIOHOCHBIX 1IPOTPaMM;

2. TlocTOSMIO YCTaHaBNHBail MaTiu (umdypoBLIe 3aIVIATKA, KOTOPBIC
ABTOMATHUCCKH YCTAHABAMBAIOTCH © HLCHBIO nopaboTKH ApoIrpaMmel) B APYTHT
oOHOBICHHS CBOCH OMEPAIUOHHONW  CHCTCMBL. CxaquBaik ¥X TOJdBKO C
obuimansHoro  caira paspaboTiHKa OC. FEcmu cymecTByeT — pexuM
ARTOMATHYECKOrO OOHOBJICHNA, BKIHOHH CI0;

- PaGotait H4 CBOEM KOMILIOTCPE IO/ MpaBaMi nonL30Barens, a He
A/IMMHHCTPATOPa. JTO HC NO3BOJINT GONBITHHCTBY BPCIOHOCHBIX NPOrpamMM
MHCTAIIMPOBATECS HA TBOEM NEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonbayil aHTHBHPYCHBIC porpaMMisie  [TPOAYKTH! M3BECTHBIX
npoaaswmreneﬁ, ¢ aBTOMATHYECKHM O0OHOBICHHEM 0as3;

> Orpanutib gu3zngeckuit AOCTYIL K KOMITBIOTEPY JUiA NOCTOPOHHHX
JIHIL

6. Hcnoneayi BHEIIHHE HOCHTEIH HHQOPMALH, TAKHE Kak (paeuika,
ack win bain u3 Hureprera, TOJBKO U3 IPOBEPCHHBIX HCTOMHHKOB;

Z He OTKpHIBAM KOMIBITEPHBIC (ailnel, TIOMYICHHbIC W3 HeHaAEKHBIX
nerounnkos. Jlaxe T¢ Qaiiibl, KOTOPhIE MpACAAL TBOIl 3naxkoMelil. Jlydmie yrouHH

v HEro, OTpasisi i1 OH Tebe Hx.

Ceru WI-F1
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C nomompo WI-Fi MOKHO NOJYTIHTE Gecrnarielii MHTEPHET-A0CTYI B
o6 mecTRERHBIX MecTax: Kade, oTeix, TOProBAIX HEHTPAX H adponoprax. Tak xe
aBIISeTCs OTAHYMHONE BO3MOKHOCTBIO BRIXO/A B Hurepiter, Ho MHOru¢ DKCHEPTLI
CUMTAOT, 4T0 0011eI0CTYITHbIE WiFi cery e sipasioTes 0e30nacHbIMA.

Cosernt no 6e30nacHOCTH pafornl B 06IIEA0CTYNHBIX CETHX Wi-fi

1. ' He nepegasail CBOIO JHUHYR) HH(POPMALIIO HCPes OOIECOCTYIIHEIC
Wi-Fi ceri. PaboTas B HUX, XCIATEIBHO HC BBOIATH [1apoJM IOCTYTIa; JOTHHEL H
KaKue-T0 HOMEpa;

2. Vicnonsayit H 0OHOBISH aHIHBHPYCHBIC nporpaMmasl M OpasIMaysp.
Tem cambiM Thi 0B€30MacHIIIb cebs OT 3aKAUKH BUPYCa HA TBOC YCTPOHCTBO,

5, £ [Ipy HCTONL30BAHHK Wi-Fi otemomn $yrkumio «OQbmui JlocTyi K
dalsiaM ¥ TPUHTEPAM. Hauuaa QysKuus 3aKpsita 10 YMOJIY@HHI0, O/IHAKO
HEKOTOPBIC NOAL30BATE/IH AKTHBHPYIOT et zmx‘yﬂo&:rna wenoib3oBanus B padoTe
wim yuede;

4. He mcnons3yit my6amunsii WI-FI s mepeiadn JIMYHBIX JaHHBIX,
panpuMep, IS BBIX0JA B COUHAILHAIC CETH M B WIEKTPOHHYIO NOUTY;

2 Mcnos3yi TONBKO 3aULHIUICHHOC COCAHHERME yepes HTTPS, a ne
HTTP, r.e. npu nabope Beb-aapeca BBOJAH HMCHHO «https://»;

6. B mMoBunsHoM Tenethoue otonoau GyHKiumio «TToAKIIOUCHHE K Wi-Fi
apTomMaTRUecKn», He jonyckail apTOMaTHHECKOTO NONKTIOUEHUA YCTPOHCTBA K

cetum Wi-Fi Ge3s TBoero cornachs.

CounajbHbie CCTH

CounaibHas cETh - 2TO CAHT, KOTOPHIH NPEAOCTABNIACT BOIMOKHOCTD moIaM
OCYIIECEBIISITH ODUIeHHE MEKILY coboit B unTepuere. Yame Bcero B HEX A
KajGIOTO YENOBEeKa BhiICHACTCH CBOS JIHYHAA CTpaHH4Ka, Ha KOTQpPOH OH
yikaswBaeT o cebe pasIHHHYIO HHGOPMALIHIO, HaunrHas OT umeHu, bamuine H
3aKaHUIHBAS JIHYHBIMH dotorpadgusns. Maorue noaL30BaTEIN HE IIOHUMAIOT, 4T0
nndopmais, pasMeilentas M B CONMABHBIX CETHX, MOKET ObITh Hakgena u
HCMOIB30BAHA KEM YIOAHO, B TOM HHCJIC HE obszarenbHo ¢ Onarumu

HAMEPCHHAMH.

OcuoBtibie COBETHI 110 6e30MACHOCTH B CONMATBHLIX CETHX:
ks Orpanuul, CIHCOK APYy3eil. YV qe0s B ApYsbsX HC HO/KHO OwiTh

coryJaiHbIX 1 HE3HAKOMBIX HOEH;
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2 amuial CBOK HACTHYIO WMIHB. He yxassiBail mapony, TeachOHBL,
agpeca, HATy TBOCTO  POWKACHHA W APYTYI0  JTHUHYIO pH(pOPMALHIO,
3rOYMBIILICHHHKH MOTYT HCHOIBL30BATE favke WHOOPMALILO O TOM, KaK Thl H TBOH
POJTHTENH THIAHNUPYETE NPOBECTH KaHAKYALE

3 Fammnali CROO PENyTalHio - JAepKH €€ B qucToTe 1 3ajapait cebe
ponpoc: xoren Obl b, 4TOOBI APYTHE HOAB3OBATCAN BHICIH, WO TH sarpysxaenis?
TTogymail, npeX e 4eM 4To-T0 onyGIHKOBATH, HAITHCATD W 3aIPY3HTh,

4. Eciy Thi FOBOPHILE C JIGABMY, KOTOPEIX HE 3HACLIL, He. MCrosb3yii
cROE peaNbHOE MMA 1 APYTYHO nuuHyi0 BHOOPMALMK: WML, MECTO KUTCILCTEY,
MeCTO y4eOnl ¥ NpotCe;

5.  MaGerait pazMetieHH dororpadnit 8 VinrepHeTe, rAe TH n3o0paxeH
14 MECTHOCTH, 110 KOTOPOH MOWKHO ONPEJIEHHTD TROC MECTOTIONOKECHHE]

6. [Ipu perucipain B CONMANBHON CCTH HEOOXOAHMO HCHOJILIOBATL
CJIOMKIBIC TFAPOIH, COCTOALHE 13 OyKS M (P ¥ ¢ KOIAUECTBOM 3HAKOB HE MCHCE
8;

g8 Jlas COMMAIABHON CETH, MOYTHL H JApYrHX caifroB HEOOXOAHMO
HCITOITB30BATE pasuble napoiu. Toria ecu Te6d B3TOMAIOT, TO 3/0YMbILICHHUKH

nonayyar AocTyn TOJIBKO K OJ{HOMY MCCTY, & HC BO BCC Cpa3sy.

DJIeKTPOHHbIC ACHLIH

DAEKIPOHHBIE JICHLIH — HTO OYCHDL yao0usIi €1ocod naTexei, OAHaAKO
CYIECTBYIOT MOIUCHHHKH, KOTOPBIC XOTAT MOy 4HUTD ITH ACHBTH.

FNEKTPOHABIC ICHBIT NOABHIIHCH COBCCM HCIIABHO H UMEHHO H3-32 2TOr0 BO
MHOTHX TOCYIAPCTBAaX A0 CHX MOP He MPOIHCAHO MPo HUX B 3aKOHAX.

B Poceui e oHi (DYHKIHOHMPYIOT K O HHX YIKC HPOIHCAHO B 3aKOHE, THC
HX PA3NENSIOT Ha HECKONBKO BUJOB - AHOHHMHBIC H pe aHoHuMubic. PazHuna B
TOM, 4TO AHOHUMHBIE - 3TO T¢, B KOTOPLIX Pa3pelaeTes NpoBOAUTS onepauuu 6e3
pnenTHHKAIMY  TONB3OBATENS, & B HE  AHOHMMHBIX HACHTHQHKALAH
HONBIOBATEI ABJIKETCH 00A3aTEALHOM.

Taoke CIEAYET Ppasimuath 3J/ICKTPOHHRIC duarupie JeHsrH  (PaBHbI
FOCYAAPCTECHHBIM BATIOTAM) H DICKTPOHHLIC nedaTHBIE JIEHBIH (HE PaBHBI
rOCY/IaPCTBCHHBIM BALIOTAM).

OcloBHbIe COBETHI M0 6e3onacHoii padore ¢ IIEKTPOHHBIMH JAEHHIAMH!

1. TIpussmxu K cuery MOOWILHBIH Tesedon. Dro camplii yaoOHBIH M

OBICTPBIH  CIIOCO® BOCCTAHOBHTH J0CTYN K CHCTy. [punszanasii  Tenedon
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OMOXKET, €CNH 3a0yAcuib ¢BOI IUIATEKHBIH 1apOJih NI agiijlemh Ha cafT C
HE3HAKOMOT0 YCTPOHCTRA;

2. Mcnonb3yil oaHopasoBbie MapoiH. Mocie nepexofa Ha YCHICHHYIO
apropuzaunio Tebe yme HE Gyner yipoKaTh ONACHOCTH KPAXKH MM TIEpeXBaTd
IUTATEXNHOTO NapoJis]

3. Bruibepy cOXKHBIH NapoNib. LpecTyTHiKaMm Oyjer HE HpOCTO YrandTh
cosuEnt maposs. Hanexmsie naponmu — 910 HaposTH, KOTOpbIC coacpxar He
eHee 8 3HAKOB M BKIIOHAIOT B ¢e0A CTPOUHBIC H nponucHele OYKBbI, uups W
HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK JI0JL1apd, dyHTa, BOCKJTMLIATEbHBIH 3HAK W
t.n. Hanpumep, StROng!;;

4. He BROAM CROM SIMUHBIE IANHBIC Ha CAHTaX, KOTOPBIM HE JIOBEpPACHIL.

Jaexrponnas HOUTa

DCKTPOHHAS TIOYTA —— TO TCXHONOTHA H NPEAOCTABIAEMBIC CHO YCIYIH 1O
fIepechuiKe W MOAYHCHIHIO JICKTPOHHBIX COODBIIEHHIT, KOTOPLIE PACIIPEACAMIOTCH B
kommpioTepHOit  cerH.  OOBIYHO HIEKTPOHHBIH  [OUTOBBIA  ALIHK BBITAAIAT
CHEAYIONHM 00paIoM: MMS_HOIB30BATEIA(@HMA_IOMEHA. Takoke KpoMe Nnepeiain
FIPOCTOFO TEKCT, HMEETCH BOIMOKHOCTH epeaaBarh (paniisl.

OcnoBibIc COBETHI N0 GezonacHoi padoTe ¢ IeKTPOHHO# HOMTOR:

L. Hano BmiGpars npaBHIbHBIA noutossiii cepeuc. B Hurepuerc €cTh
orpoMikIi BEIGOp BecIuaTHbiX HOUTOBLIX CepBHCOB, OAHAKO JYHIIE AOBCPATH TEM,
KOTO 3HACHIL W KTO NEPBBI B PCHTHHTE

P He yxaswiBai B AHYHOH [104MTC JIHYHYIO undopmarmx. Hanpumep,
ay4ine BeiOpaTh «My3bIKanbibil_hanar@y» nian «pox2013» BMECTO «TeMa 13»;

3. HCrions3yil ABYXITANHYI0 aBTOPH3ALIIO. 7o KOrjid DOMHMO Iaposis
HYZKHO BBOJIUTH KOJ, npucsLiaeMbiit 1o SMS;

4. Brifepn ciokHbli Tapoik. Jlng Kamaore NOYTOBOIO SUIHKE JODKCH
GLITH CBOM HAAEIKHBIHA, YCTOHUMBHIH K B3JIOMY ITaPOTTh;

5. Ecmi eorb BO3MOMXKHOCTB HANHCATL CaMoOMYy CBOH JMUHBIH BONPOC,
UCTIONB3YH 3TY BO3SMOMKHOCTE.

6. Hicronp3yH HECKOILKO HOHMTOBBIX SUIHKOB. Ilepnuiif Ans YaCTHOH
IIEPENHCKH ¢ alpecaramMy, KOTOpbIM Thl JI0BCPACID. D10 HIEKTPOHHLIH anpec HE

HAO HCHOIL30BATE TIPH PErHCTpaLiy Ha (opymax u calitax;

OEFAITH
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7. He orxpoisait Gaiinel n Apyruc RITOIKEHHS B THCBMAaxX Jaxe ecii OHH
APUIUTH OT TBOHX apyaeii. Jlyqine yrounu y Hux, OTApABIANM JIH OHM TEDE HTH
hainsi,

8. TMoce oxkouuanua paGoThl Ha NOYTOBOM CEPBHCE MEPEA 3AKPBITHEM

RKJIAJIKH ¢ CaliToM 1ie 3a0y b HOKATHL HA «BriitTi,

KubepOyanuar - npecacaoBaHue COOOICHISIMH, cofepKalMMy
ockopOrenus, arpeccuio, 3AITYI'HBAHHE, XyJIHIAHCTBO;  COLUHANbHOE
GOHKOTHPOBAHHE C MOMOILBIO PAJIHHHBIX MHTEPHET-CEPBHCOB.

Ocnonunie coersi 110 Gophie ¢ KHGEPOYAIHHTOM:

b He Opocaiics ® Oo#t. Jly=inui criocoB: TocoBeTOBaTECA Kak cebs
BECTH M, ECHM HET TOTO, K KOMY MOHKHO OOPaTHTLCS, TO BHAYANE YCUOKOHTBCH.
Ecnu ThI HAUHENIH OTBEYATh OCKOPOACHUSMM HA ocKopOIeHHs, TO TOJIbKO CILC
GonbIE PA3OAOKENTh KOHPIIMKT;

2 Vnpasisi csoeit KHOEpperty TaLHeH;

. AHOUHMHOCTH B CCTH MHHMASL. Cyuecrsyior criocoObt BBISICHWTH, KTO
CTOWD 38 aHOHHMHBIM aKKayHTOM;

4, He crouT secTi XyJrasckuii o6pas BHPTYQIBHOH Xu3HM. FIHTepHET

GEKCHpYET BCC TBOM fefcTBUA M COXpAHSCT HX. YJIanuTh HX Oyaer KpahHe

3aTPYAHHTEALHO]
5 Benu cebs BOKIHBO!
6. Urnopupyi epunvynkii  Herarus, OnHOpasoBhIC ocKOpOUTENTBHBIC

COOOI(EeHHs Jydille WIHOPHPOBATh. OBBMHO  arpeccHs  fipexpamacTcs  Ha
HAYATBHON CTAHN,

2 Bau arpeccopa. B nporpaMmax 0GMEHA MIHOBEHHBIMY COOOLICHUAMH,
B CONMMAIBHBIX CETSX €CTh BO3MOKHOCTH OJOKHPOBKH OTTPaBKil coodmenui C
ONPENETEHHBIX 3/IPECOR;

8. Eenu thi cuaereis xubepbysumura. Toou AeHCTBUS. BbICTYIHTSH
HPOTHB TPECACAOBATENS, MOKA3ATh CMY, HTO CIo ACHCTBHS OUCHHBAKOTCA
HEraTHBHO, MOAAEPHKATH KEPTBY, KOTOPOIH HYXHA JICHXQIOrHYECKas TNOMONLb,

coobUHTD B3pOCHbIM O d)ame arpeccuBHoro HOREACHHS B CCTH. .

MoOuasHbIH Teaedon

[lOKyMEHT CO3AaH B BNEKTPOHHORA OpME. Ne 18-11283/2020 or 28.05.2020. e mAAEKTEMCISE
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CoBpeMeHHBIC cMapTROHB! 1 IUIAHIICTHL COAEPKAT B cebe BIOIHE B3POCIHbIH
dynkuonan, W Tencph OHH MOTYT KOHKYPHPOBATE €O CTAIHOHAPHBIMH
kommnoTepaMn. OHAKO, CPEACTB 3AIHTLE DT NOAOOHBIX YCTPOHCTE MOKA 01CHb
Mano. TecrupoBaHue H MNOHCK yA3BUMOCTEH B HHUX IIPOUCKOANHT HE TaK
urTencHBHO, Kak s [TK, T0 ke caMoe KacaeTeh ¥ MOGHIBHAIX HPIIIOKEHHH.

CoppeMennbic  MOOHIIBHBIC Opaysepbl yXe [PAKTHHCCKH AOTHAJIH
HACTONLHLIE AHAIOTH, OJIHAKO PacIIMpCHHC dyHKIIOHATA BIEUET 34 cobo#
BOTBIIYIO COMKHOCTH M MEHLILY IO 3aLIHILICHHOCTD.

Jlanexo He BCe NPOM3BOANTENH BRUTYCKAOT OOHOBJICHHS, 3aKPhIBAIOUINE
KPUTHHYECKAE YA3BHMOCTH JULAl CBOUX YCTPOHCTB.

OcHoBHbIE COBETHI AJist H£301aCHOCTH MoDHALHOTO Tesehona:

3 Byt OCTOPOXKEH, BEjlb KO/ tebe npe/yiaraloT GeCTaTHBIH KOHTEHT,
B HEM MOFYT OBITh CKPBITBI KAKHE-TO ILIATHBIC YCTYIH,

2. Jlymaii, npekie ueM OTOpaBHTL SMS, doro i Bueo. Thi TORHO
3HACHb, T OHH OyjlyT B KOHEHHOM srore?

- Heo6x01HM0 OOHOBJIATE ONEPANHOHHYIO CHCTEMY TBOETO cmaprdona;

4. HMcnonb3yit aHTHBUPYCHBIC TPOIPaMMBbl U MOBHIIBHBIX TEJ1e(HOHOB;

3. He sarpysait NpHIONKCHUS OT HEN3BECTHOTO HCTOYHHMKA, BCAbB OHH

MOTYT COACPKATE BPSAOHOCHOC [PoOrpaMMHoe odecneueHne;

6. [ocne TOFO Kak Tel BbiAAcubL C caiira, rje¢ BBOJWI JIHUHYIO
naGOPMAIMIo, 3aH/H B HACTPOHKH Gpaysepa i yaanu cookies;

7. TTepHOAM4ECKH NPOBEPAN KaKHE MUIATHBIC yCIYTH AKTHBHPOBAHBI HA
TBOEM HOMEDE;

8. JlaBaii ceou HOMED MOGHIBLHOTO TeaedoHa TOABKO I0JMM, KOTOPLIX
Thi 3HACHIL H KOMY A0BEpsiCilib]

9. Bluetooth aomwxen GbiTh BHIKTIOHMEH, KOrjaa Thl HM HC [OJIb3YCHbCH.
He 3a0piBait MHOT/1a NIPOBEPATE ITO.

DuMIIUHT WIH KPAKa JIHUHLIX TANHBIX

[nappas 1eakr QuiiHge - BHAA VIHTepHET-MOINCHHIAYCCTRA, COCTOMT B
NoAyYeHnH KOHQHASHIHATBHBIX JaHHBX [IOTB3OBATEACH — NOTHHOR ¥ MaposieH.
Ha anrawiickom sskike phishing unraeTes Kak (uuuHHr (or fishing — peiOHas
nosisi, password — Hapos).

Ociosubie coBersl o Sopnie ¢ PuuIHHIOM:

[lOKyMEHT CO3AAH B 3NEKTPOHHOR OpME. Ne 18-11283/2020 ot 28.05.2020. o ANOER T
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4 Crean 3a cBOWM akkayHrtoM. Ecin Tel nojo3pesaciis, 4T TBOA
apkera Owpia B3noMama, TO Heo0X0AHMO 3a6noKUpORaTh €€ B COODUIMTH
ATMHHHCTPATOPAM PECYPCa 08 HTOM KaK MOXHO cKOpEe;

2.  Wcmomwsyil OGesonacnpie BeG-caifTsl, B TOM UHCIE, HHTEpHET~
MAra3MHOB M TIOHCKOBBIX CHCTCM,

3. Mcnonbsyi CIOXHBIC M PasHBIC [IAPOIH. Taxum 0BpazoM, ecnn Teds
B3TOMAIOT, TO BJOYMRIIICHHAKK TONyHaT AOCTYH TOIBKO K OJ{HOMY TBOEMY
npodmII0 B CETH, & HE KO BCEM;

4. Ecan Tebs BIIOMAIH, TO HEOOXOAMMO [IpeAyNpeaAHTs BCEX CBOMX
AHAKOMEIX, KOTOpbie Z00aBiacHbl y Te0s B APY3bAX, O TOM, 910 TEeds B3NOMANH U,
BO3ZMOKHO, OT TBOETO HMEHH GyAET PacCHIIAThCs CTIAM M COBUIKH Ha HIIHHTOBbIC

CanThI;
5. Veranosn Hajgexusiit napoas (PIN) na MOOHIILHBIN TEEOH;
6. OrK/II0UH COXPAHEHTIE TIApOs B Opays3epe;
7 He orTkpeirait Qailisl 1 APYrHE BAOKCHUS B TIUCEMAaX JlaXe eciii OHM

[IPHILTA OT TBOHX ApYy3ei. Jiydire yTounn y HAX, OTNPABisIA JH OHH 1ebe o1

aiisibr.

[1OKyMEHT GO3AaH B 2NEKTPOHHOM thopme, Ne 18-11283/2020 o7 28.05.2020. e MPARMTERLCYES
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